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Simplify Your Business.
Secure Your Partners.
Ensure third-party partners are aligned with your 

organization’s risk controls. Vendors  and contractors serve 

as an extension of your business. They represent  you and 

should operate under your business requirements.

Regulatory requirements and industry standards such as 

HIPAA, GDPR, ISO 27001, NIST 800-53, and numerous others 

require a risk-based third-party management program to 

protect the data shared with service providers and vendors.

Protect your customers, incorporate appropriate security 

standards as part of your contracts, and assess your future 

partners’ ability to keep information secure. HALOCK can help 

build and manage a specific program for your environment.

VENDOR SELECTION DUE DILIGENCE

CONTRACTUAL SECURITY REQUIREMENTS

INHERENT RISK CRITERIA

VENDOR RISK TIERING

DILIGENCE AND OVERSIGHT 

PRE-ASSESSMENT PLANNING

VENDOR ASSESSMENTS

RISK ACCEPTANCE AND TOLERANCE

https://www.halock.com/third-party-risk-management-vendor-assessment-services/


THIRD PARTY PROGRAM ASSESSMENTS 
NEW PROGRAM DEVELOPMENT, CURRENT PROGRAM IMPROVEMENTS 

HALOCK maps the current vendor management processes to industry standards and proven risk management 
frameworks. Though HALOCK evaluates the program to the highest maturity model, the goal of the assessment 
is to develop a portfolio of reasonable recommendations, and controls, to align heightened standards with 
the organization’s mission and compliance requirements. Working with risk management stakeholders, the 
assessment focuses on:

Roles and responsibilities within the risk management program 

Workflow reviews of vendor onboarding, oversight, and termination 

Organization’s approach to assigning the inherent risk of third-party relations

Vendor risk tier definitions

Vendor assessment process 

Personnel skillsets 

Current policies and framework

THIRD-PARTY RISK MANAGEMENT WORKFLOW 

HOW DO YOU ALIGN TO A MATURE INDUSTRY STANDARD THIRD-PARTY RISK MANAGEMENT PROGRAM?



VENDOR SECURITY ASSESSMENTS 
VENDOR SELECTION, REDUCE BACKLOG, INTEGRATED PROGRAM 

HALOCK can integrate with your team to help assess your vendor’s control environment for compliance with 
privacy and security requirements, reporting assessment results and presenting recommendations for high-risk 
services to remediate potential exposure of data and security breaches.

Strong knowledge of 

• Regulatory standards that govern Information Security practices such as HIPAA, PCI, GDPR, and state and 
federal privacy laws 

• Information Security Risk assessment and analysis methodologies (FFIEC, NIST, etc.)

• Information security standards (ISO 27000 series, NIST, etc.)

Familiarity with Supplier Management GRC systems

Pool of Qualified Security Assessors 

Ability to develop executive reports and deliver presentation to executives 

ARE YOU ASSESSING YOUR THIRD-PARTY RELATIONSHIPS TO A LEVEL OF TRUST AND CONFIDENCE?

VENDOR ASSESSMENT DUE DILIGENCE



PROJECT 
HIGHLIGHTS

Vendor Request Form

Contract Review Checklist

Due Diligence Checklist (Initial and Subsequent)



Risk Remediation Matrix Risk Acceptance Form

Inherent Risk Profiling Vendor Risk Tiers - 1 & 2



HELPING YOUR GROWING 
BUSINESS STAY SECURE
WHY HALOCK?

RAPID PROGRAM REVIEW
HALOCK can review management requirements 
for third party information security assessments 
(inducing applicable regulations and standards), 
and design a proper assessment process that states 
the levels of scrutiny, including the associated 
processes and the requirements for the degree of 
due diligence the third parties must undergo based 
on their impact tier. 

THIRD-PARTY RISK CONSULTANTS 
HALOCK off ers access to industry leaders in Risk 
Management and Vendor Security. Working in 
partnership with internal business drivers, HALOCK 
consultants use extensive career knowledge to 
help implement or reform the organization’s 
management of risk created through third-
party relationships. In addition to the program 
development practice, equipped with a wide range 
of security expertise, and knowledge of multiple 
compliance/standards requirements, HALOCK’s 
consultants can perform independent vendor 
assessments to a degree not normally achievable 
by internal auditors.   

DELIVERABLES & ARTIFACTS

CONTRACTUAL SECURITY LANGUAGE

PROGRAM FLOW CHARTS

INHERENT RISK CRITERIA

VENDOR RISK ANALYST CRITERIA

PRE-ASSESSMENT SCOPING WORKSHEETS

VENDOR ASSESSMENT PLANNING 

SECURITY QUESTIONNAIRES

DOCUMENT REQUEST LIST

ASSESSMENT PLANNER

ASSESSMENT DETAILS 

DOCUMENT REQUEST

EXECUTIVE SUMMARY
Documentation Request

Assessment Planner



Executive Summary Assessment Details

Integration

Service Provider Inventory



HALOCK Security Labs
1834 Walden Off ice Square, Suite 200

Schaumburg, IL 60173

847-221-0200

Incident Response Hotline: 800-925-0559

www.halock.com

About HALOCK 

Founded in 1996, HALOCK Security Labs is a thought-leading information 
security firm, that combines strengths in strategic management consulting 
with deep technical expertise. HALOCK’s service philosophy is to apply just 
the right amount of security to protect critical assets, satisfy compliance 
requirements and achieve corporate goals. HALOCK’s services include: 
Security and Risk Management, Compliance Validation, Penetration Testing, 
Incident Response Readiness, Security Organization Development, and 
Security Engineering.
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