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Demonstrate Reasonableness  
to  ALL interested parties

Satisfy Compliance Obligations

Defines Line of Acceptable Risk Improves Decision Making

Access to Intellectual Property   
to build Security Program

Justifies Budget Requests

Virtual Security and Risk Staff 
(Access to industry experts)

Industry-Specific Threat 
Modelling

https://www.halock.com
https://www.halock.com/services/compliance/
https://www.halock.com/halock-industry-threat-hit-index/
https://www.reasonablerisk.com/


How to Calculate Risk with Best-in-Class Risk Criteria

Likelihood
Estimate 
Likelihood 
with 

HALOCK’S 
Industry 
Threat 
(HIT) 
Index

How prepared are you for the 
most common threats?

HALOCK’s HIT Index analyzes thou-
sands of cybersecurity incidents to 
find patterns of threats in different 
industries. 

By mapping threat commonality to 
control maturity, we can estimate 
how likely an incident will be caused 
by which threat. 

x
Impact
Estimate 
Impact
With

Duty of 
Care Risk 
Analysis 
(DoCRA)

Is your risk reasonable?

Risk assessments should consider 
impacts to your business, your pur-
pose, and the harm you may cause 
others due to a cybersecurity event. 

With DoCRA, you will demonstrate 
reasonable risk - that you put the 
public’s safety on the same level as 
your own. 

= Risk

https://www.halock.com/halock-industry-threat-hit-index/
https://www.halock.com/the-duty-of-care-risk-analysis-standard-docra/


Halock’s Risk Management Program
offers a comprehensive and streamlined approach to define reasonable security, prioritize investment, and establish 
alignment across your organization. As part of the program, the team provides baseline analysis and retainer services 
with access to our intellectual property resources. You have the option to get an integrated risk management GRC tool – 
Reasonable Risk, that would further enhance your security program.

Components to Risk Management Program
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Develop Risk
Criteria
“CARD”

Baseline
Analysis &
Treatment

Plan

Develop Remediation
Roadmap

Develop Key
Indicators

Remediation
Policies, training,

Incident Response (IR),
Audit, Implement

Controls

Execution Dashboard
& Reporting
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https://www.halock.com/cyber-security-awareness-posters/


HALOCK Security Labs
1834 Walden Office Square, Suite 200
Schaumburg, IL 60173
847-221-0200

halock.com

About HALOCK 

Founded in 1996, HALOCK Security Labs is a thought-leading information                           
security firm, that combines strengths in strategic management consulting with 
deep technical expertise. HALOCK’s service philosophy is to apply just the right 
amount of security to protect critical assets, satisfy compliance requirements     
and achieve corporate goals. HALOCK’s services include: Reasonable Security                                     
and Risk Management, Compliance Validation, Penetration Testing, Incident 
Response Readiness,  and Security Engineering and Products.

About the DoCRA Council
The DoCRA Council is a not-for-profit (501(C)(3)) organization that authors, 
maintains, and distributes standards and methods for analyzing and managing   
risk. The DoCRA Council is comprised of member organizations that require 
standards of practice in risk analysis and risk management, and who therefore              
have an  interest in the methods used for analyzing risks and safeguards that            
reduce risk.

Better Decisions through Better Risk Criteria from DoCRA
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