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MYTHS
What is the truth?

                                                                                         

“Our data is _________; it’s in AWS.”

“They’re ____________, a SOC report was provided.”

“They have a ___________ Information Security Program,                                                

we reviewed them a couple years ago.”

“They’re no longer a ________, we terminated the contract.”

“They had a breach, we are not __________.”

“Our business partners __________ know what vendors they use.”
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Vendor Pre-Assessment
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Inherent Risk Profile

4.



 Vendor Inherent Risk Tiers
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Service Provider Inventory
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Risk Remediation Matrix
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Risk Acceptance Form
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HALOCK maps the current vendor management processes to industry standards and proven risk 

management frameworks. Though HALOCK evaluates the program to the highest maturity model 

the goal of the assessment is to develop a portfolio of reasonable recommendations, and con-

trols, to align heightened standards with the organization mission and compliances requirements.           

Working with risk management stakeholders the assessment focuses on:

• Roles and responsibilities within the risk management program

• Workflow reviews of vendor onboarding, oversight and termination.

• Organizations approach to assigning the inherent risk of third-party relations

• Vendor risk tiers definitions

• Vendor assessment process

• Personnel skillsets

• Current policies and framework
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Third Party Due Diligence             

Review Integration
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HALOCK Security Labs

1834 Walden Off ice Square, Suite 200

Schaumburg, IL 60173

847-221-0200

Incident Response Hotline: 800-925-0559

www.halock.com

About HALOCK 

Founded in 1996, HALOCK Security Labs is a thought-leading information 
security firm, that combines strengths in strategic management consulting 
with deep technical expertise. HALOCK’s service philosophy is to apply just 
the right amount of security to protect critical assets, satisfy compliance 
requirements and achieve corporate goals. HALOCK’s services include: 
Security and Risk Management (duty of care risk assessments), Compliance 
Validation, Penetration Testing, Incident Response Readiness, Security 
Organization Development, and Security Engineering.
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