FOR FOLLOWING THESE
BULLY FOR YOU! CYBER TIPS LIKE CHAMPS
BE TOUGH WATCHDOGS

IF THERE IS AN UNFAMILIAR PERSON TRYING
TO ENTER YOUR OFFICE, ASK IF YOU CAN HELP
THEM. BAD ACTORS TRY TO SLIP THROUGH THE
CRACKS BY BLENDING IN WITH THE CROWD AT

A BUSY ENTRANCE, WHERE PEOPLE HOLD THE
DOORS OPEN FOR THEIR COLLEAGUES. KEEP
WATCH OVER SUSPICIOUS BEHAVIOR AND VERIFY
WITH IDENTIFICATION BADGES.

ENGLISH & FRENCH (R S, BE COURAGEOUS
BULLDOGS | /&Sy SHOULD YOU GET AN URGENT EMAIL OR

MESSAGE FROM AN ‘EXECUTIVE’ ASKING YOU

TO DO A HIGHLY UNUSUAL TRANSACTION, SUCH AS
CHANGING VENDOR PAYMENT TO ANOTHER BANK
ACCOUNT, VERIFY THAT REQUEST. [T MAY BE A
PHISHING EMAIL — ONE THAT APPEARS TO COME

FROM YOUR BOSS.

CHECK THE EMAIL BY HOVERING OVER THE
FROM NAME TO SEE THE ACTUAL EMAIL ADDRESS.
CHANCES ARE, THE DOMAIN NAME IS FAKE.

DON’T BE AFRAID TO VALIDATE THE REQUEST WITH
A PHONE CALL TO THE EXECUTIVE.

BE ADAPTABLE

AS BUSY AS YOU ARE, ALWAYS MAKE TIME

FOR PROCESSES THAT CAN ENHANCE YOUR
SECURITY. UPDATE YOUR SYSTEM AND PATCHES
WHEN PROMPTED, DON'T PUT IT OFF TILL LATER.
ENSURE YOU HAVE DIFFERENT PASSWORDS FOR
EACH ACCOUNT. REGULARLY BACK UP YOUR FILES
IN THE EVENT OF AN INCIDENT.
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