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Use Your Senses 

DOESN’T SMELL RIGHT.
If an email or online request seems fake,  chances are it is. Check 
the source of the communication to  verify if it is a trusted source. 
Hackers can appear like a legitimate client or  partner with phishing 
or spoofing emails. Look at the  addresses or URLs to ensure they 
are spelled right. Instead of ‘woof.com’,  you may see ‘woof.biz’ or 
‘wooph.com’. 

DETECT & STAY
If you encounter a spoofing email or suspicious link, isolate it, do 
not engage. keep it from potentially causing harm to the network.

FETCH THE HANDLERS
If you accidentally click on a phishing email, immediately tell 
your managers and IT team about this issue. The sooner you            
get the proper experts on the problem, you may be able to    
fix or minimize the damage and costs of a breach. 

Suspect.
Detect.
Protect.

Be A Cyber Security Champion
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