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SUSPECT.
DETECT.
PROTECT.

DOESN’T SMELL RIGHT.

DETECT & STAY

FETCH THE HANDLERS

SQHALOCK'

BE A CYBER SECURITY CHAMPION
USE YOUR SENSES
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IF AN EMAIL OR ONLINE REQUEST SEEMS FAKE, CHANCES ARE IT IS. CHECK
THE SOURCE OF THE COMMUNICATION TO VERIFY IF IT IS A TRUSTED SOURCE.
HACKERS CAN APPEAR LIKE A LEGITIMATE CLIENT OR PARTNER WITH PHISHING S
OR SPOOFING EMAILS. LOOK AT THE ADDRESSES OR URLS TO ENSURE THEY
ARE SPELLED RIGHT. INSTEAD OF ‘WOOF.COM’, YOU MAY SEE ‘WOOF.BIZ’ OR
‘WOOPH.COM’.

IF YOU ENCOUNTER A SPOOFING EMAIL OR SUSPICIOUS LINK, ISOLATE IT, DO
NOT ENGAGE. KEEP IT FROM POTENTIALLY CAUSING HARM TO THE NETWORK.

[F YOU ACCIDENTALLY CLICK ON A PHISHING EMAIL, IMMEDIATELY TELL
YOUR MANAGERS AND IT TEAM ABOUT THIS ISSUE. THE SOONER YOU
GET THE PROPER EXPERTS ON THE PROBLEM, YOU MAY BE ABLE TO

FIX OR MINIMIZE THE DAMAGE AND COSTS OF A BREACH.
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