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I’'m going to talk to you today about privacy

And specifically about whether privacy can be reasonable
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Organizations are concerned about how demanding new privacy
regulations may be.

New privacy regulations are asking us to do

new things that may seem hard to do.

We’'ll talk about what makes them hard ...

And how to make them reasonable.
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Security v Privacy

Security Privacy

Don’t let other people abuse Don’t you abuse personal
information or systems information
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Security v Privacy (alt.)

Security Privacy

1. Protect the confidentiality, 1. Be accountable and transparent
integrity, and availability of when handling personal
information ... (authenticity?) information.

2. Protect the assets information is 2. Only use it for approved
contained in. purposes.
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Your Roles Regarding Security and Privacy

Security Privacy

Protector and Guardian Steward

QHALOCK
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Pre-GDPR U.S. Privacy Laws and Regulations

Federal Regulations for Limiting Access to Personal Information

e Limit what data is gathered, limit access, use reasonable security

 COPPA/FRPA/FRCA, etc.
e Gramm Leach Bliley Act
* HIPAA Privacy Rule

State Statutes and Regulations
 Breach notifications, limiting access, reasonable security, stewardship

* Each of the 50 states requires a variety of protections
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Meanwhile ... in the rest of the world ...

Publicly-stated policy
Opt-in / Opt-out
Respond to queries

Pre-GDPR Privacy Regulations

... and corrections
“Onward transfer”
Responsible party
Arbitrator
Reasonable security

O O 0O 0 00 0 O
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The Age of Privacy Risk —

Common Requirements (CCPA / GDPR)

Know where personal information is and where it goes

Publicly post the privacy policy

Individuals may opt-in or opt-out of certain uses

Organizations cannot otherwise discriminate

Right to disclosure, download, or deletion

Reasonable (or) appropriate security controls

Protection of children’s information

NANENANE S GA AN
NANENANE S GA NN

Penalties
AQHALOCK
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The Age of Privacy Risk —
Variations (CCPA / GDPR)

Requirement CCPA GDPR

Right to correct X v/
Restrict or deny processing X \/
- Marketing, analysis, statistical modeling

Right to restrict automated decision-making X v
- Decision tools, artificial intelligence

Economically quantify the value of personal records (Watch out!) < X
Opt-out of sale of personal information (TBD!) v/ X

14
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Why We Say “Privacy Risk”

GDPR and CCPA will both need risk analysis to determine what
reasonable safeguards are in your case.

* GDPR: “Guidance on the implementation of appropriate measures and
on the demonstration of compliance by the controller or the processor,
especially as regards the identification of the risk related to the
processing, their assessment in terms of origin, nature, likelihood and
severity, and the identification of best practices to mitigate the risk ... ”

* CCPA: Reasonably related - reasonably anticipated - reasonable steps -
reasonably accessible - reasonably necessary - reasonably aligned ...

QHALOCK
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This New Era of Privacy Risk

The right to the protection of personal data is not an absolute right; it must be considered in
relation to its function in society and be balanced against other fundamental rights ...

This Regulation respects all fundamental rights:

 the respect for private and family life, home and communications,
 the protection of personal data,

* freedom of thought, conscience and religion,

* freedom of expression and information,

* freedom to conduct a business ...

-Recital 4, GDPR
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So Reasonable Privacy is About Balancing ...

... each person’s interests against your own interests.

QHALOCK
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Being Reasonable
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What Do Regulators and Judges Ask When
Evaluating Reasonable Controls?*

* Did you think through the likelihood of potential incidents?

* Did you think about the magnitude of harm that would come to others who
could foreseeably have been harmed?

* Did you consider the value in engaging in the risk to begin with?
Was it worth the risk to you and to others?

 What safeguards did you consider that could have reduced the likelihood and
impact?

 Would those safeguards have been more costly than the risk?

* Would the safeguards have created other risks? * Questions vary by state

19
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Where the Law is Heading

* 7.1 As part of the Information Security Program, Orbitz shall include risk
management, which at a minimum includes:

a. Documented criteria for reasonable safeguards that appropriately protect
Consumers while not being more burdensome to Orbitz than the risks they address.
These criteria shall include:

i. Obligations owed to the Consumers for protecting their Personal Information,

ii. The social utility of Orbitz’s handling of Consumers’ Personal Information,

iii. The foreseeability and magnitude of harm caused by security threats,

iv. The burden of Orbitz’s utility and objectives posed by safeguards,

v. The overall public interest in the proposed solution.

*Commonwealth of Pennsylvania v Expedia and Orbitz, December, 2019 20
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Let’s Look at Risk Analysis

Risk

Impact  x Likelihood

1ISO 27005 FAIR CIS RAM

QHALOCK

Applied
Information NIST 800-30
Economics
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Let’s Look at Risk Analysis

Risk = Impact x Likelihood
12 = 4 X 3
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Let’s Look at Risk Analysis
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Let’s Look at Risk Analysis

QHALOCK
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“I getit, but whatdo 1, 2, 3, 4, 5 mean?”

Risk = Impact X
15 = 3 X
1. Negligible
2. Acceptable
@Unacceptable
4. High

5. Catastrophic

QHALOCK

Likelihood
5

1. Not possible
2. Rare, if at all
3. Occasional
4. Common

@Frequent
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“Better. But it’s still open to interpretation.”

Risk

QHALOCK

Impact X Likelihood
“Profit”
3 X 2
1. On plan 1. Not possible
2. Within variance 2. Rare, if at all
@Out of variance 3. Occasional

4. Profit in 3 yrs 4. Common
5. Out of business @frequent
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7)

“I can probably accept some of these risks

Risk = Impact X Likelihood
Accept “< 9” ”Pl‘Ofit”
6 = 3 X 2
1. On plan 1. Not possible
2. Within variance @Qare, if at all
@Out of variance 3. Occasional

4. Profit in 3 yrs 4. Common
5. Out of business 5. Frequent
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“Risk only to me? What about balance?”

Risk |=| Objectives Impact Mission Impact  Obligations Impact |x| Likelihood
“Profit” “User health” “Others”
12 |= 3 2 4 X 3
1. On plan 1. Significant results 1. No harm 1. Not possible
2. Within variance @Cew flat results 2. Concern 2. Rare, if at all
@Out of variance 3. Significant misses 3. Few embarrassed Q@Occasional
4. < 3 yrs profit loss 4. Majority misses any exploited 4. Common
5. Out of business 5. Cannot help users 5. Millions exploited 5. Frequent

* Risk criteria for a Social Health App

28
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Pause ... What did you just do there?

* We looked at
1. The potential to harm profit (Objectives)
2. The potential to harm our service (Mission)
3. The potential to harm others (Obligations)

* Why did we do this?

1. We have a right to meet our business objectives.

2. We and our customers have a right to benefit from our mission.

3. The public has a right to privacy and security.

* To balance these three items, we must evaluate them.

QHALOCK
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Impact definitions are unique to each of us

Industry Example Objectives Mission Obligations
) Customer financial Protect customer
Commercial Bank Return on assets ) )
performance information
Nonprofit . :
Balanced budget Health outcomes Patient privac
Healthcare & P y
) . ) Protect student
University Five year plan Educate students . .
financials
Manufacturer Profitability Custom products Protect customer IP
Electrical generator Profitability Provide power Public safety

S@HALOCK
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Duty of Care Risk Analysis as its Simplest

Neither your conduct nor your controls may create the likelihood of
harm — to others, yourself, or your purpose — that is severe enough

to require reparation.

S@HALOCK
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Solving Priva;y
Problems Using DoCRA
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Evaluating Three Difficult Privacy Challenges

Risk assess requirements from CCPA to find a reasonable control.

Case 1: The right to be forgotten when we need the data!

Case 2: Verifying consumers are who they say they are!

Case 3: Reasonable security practices ... ?

QHALOCK
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Case 1: The Right to be Forgotten

Problem: A health app analyzes user data to provide insightful advice to their
subscribers. They also sell the data to health researchers. So how do they
respond to requests to be forgotten?

CCPA —1798.105(d)(7) A business or a service provider shall not be required
to comply with a consumer’s request to delete the consumer’s personal
information if it is necessary for the business or service provider to maintain
the consumer’s personal information in order to ... use the consumer’s
personal information, internally, in a lawful manner that is compatible with
the context in which the consumer provided the information.

35
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CCPA — “Business Purpose”

“Business purpose” means the use of personal information for the
business’ or a service provider’s operational purposes, or other notified
purposes, provided that the use of personal information shall be
reasonably necessary and proportionate to achieve the operational
purpose for which the personal information was collected or process.

36
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“Reasonable Right to be Forgotten”

Right to be forgotten

Risk Scenario Unsubscribed users may request deletion from our analytics, reducing health benefits of the app.

Threat Delete requests Vulnerability Smaller datasets are less insightful

Objectives Impact | Mission Impact | Obligations Impact

~) (3) Out of variance ~) (3) Significant misses Ny (1) No harm

Likelihood | Risk Score: Max(Impact) x Likelihood

—> (4) Common m

Safeguard Leave all personal data in the analytics data set.

Safeguard Risk Third party researchers may use or breach un-subscribers’ personal information.

Objectives Impact | Mission Impact Obligations Impact

s (4) Up to 3 years profit loss s (3) Significant misses \ (4) Many exploited

Likelihood

|:> (3) Occasional

37
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“Reasonable Right to be Forgotten”

Right to be forgotten

Risk Scenario Unsubscribed users may request deletion from our analytics, reducing health benefits of the app.

Threat Delete requests Vulnerability Smaller datasets are less insightful

Objectives Impact | Mission Impact | Obligations Impact

~) (3) Out of variance ~) (3) Significant misses Ny (1) No harm

Likelihood | Risk Score: Max(Impact) x Likelihood

> (4) Common Q

~—

Safeguard Remove identifiable information from each requested record. Provide aggregations to researchers.

Safeguard Risk New analytics may be hampered by missing data points in un-subscribers’ data

Objectives Impact | Mission Impact | Obligations Impact

N (1) On plan N (2) Few flat results \ (2) Concern

Likelihood | Safeguard Risk Score: Max(Impact) x Likelihood

= (2) Rare, if at all

QHALOCK
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Case 2: Verifying consumers’ identities

Problem: When consumers contact the company to request personal
information what reasonable controls would be sufficient?

CCPA —1798.100(c) A business shall provide the information specified in
subdivision (a) to a consumer only upon receipt of a verifiable consumer
request.

1798.140(y) “Verifiable consumer request” means a request that is
made by a consumer ... that the business can reasonably verify...

39
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“Reasonable Verification of Users”

Un-subscriber’s registered email used to verify identity during privacy requests

Risk Scenario Hackers access an un-subscriber’s email account and access their health data from us.

Threat Unauthorized access to health data Vulnerability Remote users are difficult to identify

Objectives Impact | Mission Impact | Obligations Impact

(1) On plan ‘ (1) Significant results s (3) Few embarrassed

Likelihood | Risk Score: Max(Impact) x Likelihood

) (3) Occasional a

)

~—

Safeguard Privacy requests go a support specialist who fields fraud detection “red flags” questions.

Safeguard Risk Partial salary for specialist may be up to $30,000

Objectives Impact | Mission Impact | Obligations Impact

N (1) On plan N (1) Significant results \ (1) No harm

Likelihood | Safeguard Risk Score: Max(Impact) x Likelihood

I:> (5) Frequent

QHALOCK
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Case 3: Reasonable Security Practices

Problem: Should inter-server Pll be encrypted if encrypted
communications block the IPS from seeing inter-server attacks?

CCPA —1798.150(a)(1) ... implement and maintain reasonable security
procedures and practices ...

41
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“Reasonable Security Practices”

Encrypting Pll between web apps and database

Threat Sniffers can capture PII OIGGIETIIaA Inter-server Pllin plain text

Risk Scenario Hackers implement packet sniffers within DMZ, capture plain-text Pll, and exfiltrate data.

Objectives Impact | Mission Impact | Obligations Impact

% (4) < 3 yrs profit loss Ny (3) Significant misses ~) (5) Millions exploited

Likelihood | Risk Score: Max(Impact) x Likelihood

> (2) Rare, it at all (10

Safeguard Encrypt all data between application servers and database servers.

Safeguard Risk IPS would not be able to inspect inter-server data to detect attacks or exfiltration.

Objectives Impact Mission Impact Obligations Impact
s (4) < 3 yrs profit loss s (3) Significant misses \ (5) Millions exploited

Likelihood | Safeguard Risk Score: Max(Impact) x Likelihood
:> (3) Occasional 15

S@HALOCK
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“Reasonable Security Practices”

Encrypting Pll between web apps and database

Threat

Risk Scenario

Sniffers can capture PII OIGGIETIIaA Inter-server Pllin plain text

Objectives Impact

% (4) < 3 yrs profit loss Ny (3) Significant misses ~) (5) Millions exploited

Likelihood

I:> (2) Rare, if at all

Hackers implement packet sniffers within DMZ, capture plain-text Pll, and exfiltrate data.

Mission Impact | Obligations Impact

Risk Score: Max(Impact) x Likelihood

Safeguard

Safeguard Risk

~—

Isolate app server interface, database interface, and IPS sensor in segregated network.

Sniffing hosts would be quickly detected by IPS.

Objectives Impact

‘ (4) < 3 yrs profit loss

Likelihood

|:> (2) Rare, if at all

| Mission Impact | Obligations Impact

‘ (3) Significant misses \ (4) Many exploited

| Safeguard Risk Score: Max(Impact) x Likelihood
5

S@HALOCK

43


https://www.halock.com/

In the Risk Age We Do Enough to Protect Others,
But Not So Much That We Hurt Ourselves

: x

Encryption [ |
r || ‘
system Hardening [ R |
r . _I
=== - Burdensome
Backup and Recovery || i
r —
Physical security || )
Software Development _ H' j
0% 10% 20% 30% 40% 5!% 60% 70% 80% 90% 100%
B Current Goal Max Control
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Why Other Assessments Come Up Short

Evaluates Risk to Information Assets Evaluates Due Care
Identifies Considers Evaluates Harm Estimates Standard of Evaluates Harm Defines Defines Evaluates
Method . . . . .
Vulnerabilities Threats to Self Likelihood Care to Others Acceptable Risk Reasonability Safeguard Risk
CIS RAM
DoCRA o o o o o o o ® o o
IT Risk Assessments
ISO 27005, NIST SP 800-30, o [ ] [ ] o o [ ] 4 O O ™
RISK IT
Probability
Applied Information Economics ® > ® ® ® © © ® © ®
FAIR
Factor Analysis for Information [ ] o o o o O D O O @
Risk
Gap Assessments
Audits, "Yes/No/Partial" D @ O O O ® O O O O
Maturity Model Assessments
CMMI, HITRUST, FFIEC CAT ® O O O O ® O O O O
* Provided by the DoCRA Council - www.docra.org. July 2018
45
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What is the Duty of Care Risk Analysis
(“DoCRA”) Standard?

ﬂ:} A freely available standard for conducting risk assessments.
A method for demonstrating reasonableness.

Prevails in litigation and regulation.

50 &~

Originally developed by HALOCK Security Labs to help clients establish a goal for
“enough” security.

3]
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DoCRA
Standard

Use your
current risk
assessment

method

Just follow
these three
principles

NIST SP 800-30
ISO 27005

CIS RAM

RISK IT

FAIR

Applied Information Economics
(Hubbard)

- Risk analysis must consider the interests of
all parties that may be harmed by the risk.

- Risks must be reduced to a level that
authorities and potentially affected parties
would find appropriate.

- Safeguards must not be more burdensome
than the risks they protect against.
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Table 44 — Example Impact Definitions

Impact to Mission

Mission: Provide information to
help remote patients stay
healthy.

@ CIS Controls”

Impact to Impact to Obligations
Objectives
Obligations: Patients must not
Objective: Operate  be harmed by compromised
profitably. information.

Patients continue to access Profits are on target. | Patients do not experience
helpful information, and loss of service or protection.
outcomes are on track.
2| Some patients may notgetall | Profits are off target, | Patients may be concerned,
the information they need as | but are within but not harmed.
they request it. planned variance.
3 | Some patients cannot access | Profits are off Some patients may be
the information they need to | planned variance and | harmed financially or
maintain good health may take a fiscal reputationally after
outcomes. year to recover. compromise of information or
services.
4 | Many patients consistently Profits may take Many patients may be
cannot access beneficial more than a fiscal harmed financially or
i i year to recover.
5 | We can no longer provide The organization Some patients may be
helpful information to remote | cannot operate harmed financially,
patients. profitably. reputationally, or physically,
up to and including death

Also recall that impact definitions for Tier 2 organizations include criteria for the organization’s
objectives because those organizations generally benefit from collaboration with business
management who are invested in the success of the information security program. These

managers often bring to the discussion the organization’s strategic and tactical goals for success.

But also note that this impact definition contains five magnitudes of impact. Five impact scores
help Tier 2 organizations refine their impact estimates in more tangible terms then tables with

three scoring levels, and help them refine their risk scoring to better distinguish between risks of
varying priority. Acceptable impact scores of ‘1’ and ‘2’ are shaded to set them apart from higher,

unacceptable impact scores.

Likelihoods were similarly defined with five potential scores for similar reasons, as shown in Table

Table 45 — Example Likelihood Definitions

Foreseeability

Score
Not foreseeable. This is not plausible in the environment.
2 Foreseeable. This is plausible, but not expected.
3 Expected. We are certain this will eventually occur.
4 Common. This happens repeatedly.

1 tack Hlodel it G G prevent or detectthe actions. f users find i their 1S Controls and the G Model cels,
assets that would accur i th attack path.
Recon AcquireDevelop Tools Initial Compromise isuselEscalate Privilege Internal Recon Lateral Movement Estat
SWInVerton. et ineligence etplotod iz control of HW, SW invertory
prviege
aiching, hardened
teway fitering continuous winerabilty il control of admin priviege; data . control of adrmin privilege;
g, cawaions | BeSeSement ewallmal  COTOUAONS RS ant- G ot of acmiprleae MW i, ercened cress
zes, continuous > gateuay fitering, web fitering, : PP configuration, continuous o . MaNage PO, configuratons, ant-maware;  SW inven)
whielisting; Data Executon protocols, senvces
iessment Secure remote access; NIPS s winerabity assessment NW segmentation
HIPS, anti.maware, —
e cudtlogs ATANE,  Copamerzaton: 20 sccount oo, oIl ccoun monkoring U105, wios:
Vetworklogs SEr whtelisting; Data EXECUION - Gonfguration Honitoring FEE
revention
audt ogs: Configuraion
Incident Response - Execution. Management, Account sinkhole

tanagement

ncident Response - Execution;
control of HW, SW inventory

utthe
he application

Attempls at running seripts or

develop scripts to execute data

web app, or

b pages, code applcation, suchas QL drectly from the database
crencesto e TouBh b bowsers server Not appicable Not applicable: Not appicable: Not appic
) . Asset: Web appication,  Asset: Database servr,
catonand  ASSeE OUtofoUrcontol - oppicaion semver, database  applcation server
server, and event ogs
son's
< some
= som . LTSS S U8 SO oy et oo L st
o mpcaton 51 oo sceout Pl ERCCHNH S0 o U185 5 ctr sl tthoweh  Cormands t o appicaton <5
s e esin cover s o s e rrpaced. ALY seer seer Jus
or database senices. ) ) evert log
ook sy seer, NSRS s NS PR e e s optensnr, vt S 0
Jeatonang | ASSSEOUTOU Contol dalabase sener andevent e d admiistrative accounts. & &
logs.
inewhointhe | Personnel apen pishing emai
sacessio O et kT and tigger an nstalofthe  Malvare encrypts the local
e e Not appiicable: Not appiicable: Sce Misus
formation ang  Seected personmel Asset Emai server, SWTP  Asset: Emai clnt, end-user  Asset: End-user OS, storage
esthatdescribe , o galeway, 0S, personnel, prowy server,  vokume.
esponsbifies. advanced malvare applance.

. Criteria - Tier 1 | Criteria - Tier2 = Criteria - Tier3 &4  Risk Register - Tier 1 Risk Register - Tier 2 \ Risk Register - Tier 3& 4  Atta

DoCRA Practically Applied: CIS RAM

S@HALOCK


https://www.halock.com/

Thank You

QHALOCK

Chris Cronin
HALOCK Security Labs
ccronin@halock.com

ccronin@docra.org
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