
Q1 2023 Q2 2023 Q3 2023 Q4 2023

Virginia Consumer Data Protection Act (VCDPA) 
1/1/2023

DoD-Defense Industrial Base (DIB) Cybersecurity 
(CS) Activities (Proposed rule release) 4/1/2023

Colorado Privacy Act (CPA) 7/1/2023 Utah Privacy Act (UCPA) 12/31/2023

California Privacy Rights Act (CPRA) 1/1/2023 Cybersecurity Requirements for Investment Adviser 
and Companies 
Final regulations are expected 4/1/2023

Connecticut Act Concerning Personal Data 
Privacy & Online Monitoring (CTDPA) or Senate 
Bill 6  7/1/2023

PCI DSS 3.2.1, will remain in effect until 3/2024  
|  PCI DSS v4.0  5/2025

Cyber Incident Notification Requirements for 
Federally Insured Credit 1/1/2023

Cybersecurity (SEC)  Proposed regulations on 
registered brokers and dealers requiring disclosure 
of cybersecurity risks expected 4/2023

California Privacy Rights Act (CPRA) enforced 
7/1/2023

Natl. Association. of Insurance Commissioners 
(NAIC) – Data Security Kentucky (HB 474) 1/1/2023

Assessing Contractor Implementation of 
Cybersecurity Requirements and CMMC Program 
Expected 5/2023

Cyber Security at Fuel Cycle Facilities (Nuclear 
Regulatory Commission, or NRC) Proposed 
regulations in 7/2023

Cyber Threat & Incident Reporting & Info Sharing 
(FAR) Proposed rules expected 12/2022

Farm Credit Administration, FCA Cybersecurity 
Management 6/2023

Cybersecurity Awareness Month 10/2023

(NAIC) model law – Data Security Maryland (SB 207)
10/2022 (grace period for some in 2023)

FTC Safeguards Rule 16 CFR Part 314 Compliance
6/9/2023

PCI DSS 3.2.1, will remain in effect until 3/2024  
|  PCI DSS v4.0  5/2025

Event: NetDiligence Cyber Risk Summit Feb 21, 
2023, Ft. Lauderdale  How to Reduce Liability Using 
the Reasonable Security Test

Executive Order (EO) 14028 Requires Secure 
Software Development Framework (SSDF) to create 
software licensed/sold to any agency 6/2023

Cybersecurity Awareness Month
Cybersecurity Awareness Posters

Webinar: MCSA Meeting HIPAA, CCPA/CPRA, GDPR, 
23 NYCRR Part 500, CMMC, PCI, FISMA, FERPA

PCI DSS 3.2.1, will remain in effect until 3/2024  |  
PCI DSS v4.0 5/2025

Industry
Payments | Retail | Energy Utilities

HALOCK Security Brief 
Virginia VCDPA
California Privacy Rights Act CPRA
Cyber Incident Reporting Act

HALOCK Webinar: PCI DSS v4.0 April 2023 HALOCK Security Brief 
Colorado Privacy Act CPA  
Connecticut Data Privacy CTDPA
California CPRA
Connecticut “Safe Harbor” Law - Public Act No. 
21-119

HALOCK Security Brief 
Utah Privacy Act UCPA 

HALOCK Security Brief  
SEC Proposed Rules

HALOCK Breach Bulletins
Over One Million Patients Exposed:  Ransomware 
Healthcare Firm Closes Doors after Data Breach
Shutterfly and Snap-On: Victims of Ransomware

FTC Workshop on Safeguards Rule: Information 
Security and Financial Institutions: FTC Workshop to 
Examine Safeguards Rule

Podcast: What is “Reasonable Data Security”?

HALOCK Breach Bulletins
Flagstar Bank Breach Compromises 1.5 million Social 
Security Numbers

HALOCK Breach Bulletins
Costco Card Skimming Incident is Warning for 
Holiday Shopping Period

HALOCK Breach Bulletins
Costco Card Skimming Incident is Warning for 
Holiday Shopping Period

Articles  Duty of Care
Podcast: What is “Reasonable Data Security”?

Articles
PCI DSS v4.0 is LIVE
PCI Compliance

Articles
Preparing for PCI DSS v4.0
PCI Compliance

Articles
PCI Compliance
PCI DSS 4.0 requirements coming for outsourced 
eCommerce environments

Solution 
Incident Response & Forensic Services
Data Privacy

Solution
Cybersecurity Maturity Model Certification (CMMC) 
Readiness

Solution
Data Privacy
PCI Compliance

Solution
Data Privacy
PCI Compliance

© 2023 HALOCK SECURITY LABS. ALL RIGHTS RESERVED.     *Dates may be subject to change.
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https://law.lis.virginia.gov/vacodepopularnames/virginia-consumer-protection-act/
https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202210&RIN=0790-AK86
https://coag.gov/resources/colorado-privacy-act/
https://le.utah.gov/~2022/bills/static/SB0227.html
https://oag.ca.gov/privacy/ccpa
https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202210&RIN=3235-AN08
https://www.cga.ct.gov/2022/ACT/PA/PDF/2022PA-00015-R00SB-00006-PA.PDF
https://www.pcisecuritystandards.org/document_library/?category=pcidss
https://www.ncua.gov/newsroom/press-release/2022/ncua-board-issues-proposed-rule-cyber-incident-reporting-requirements
https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202210&RIN=3235-AN15
https://oag.ca.gov/privacy/ccpa
https://apps.legislature.ky.gov/record/22rs/hb474.html
https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202210&RIN=0790-AL49
https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202210&RIN=3150-AJ64
https://www.congress.gov/bill/117th-congress/house-bill/2471/text
https://www.reginfo.gov/public/do/eAgendaViewRule?pubId=202210&RIN=3052-AD53
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/sb0207?ys=2022rs
https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-314?toc=1
https://www.pcisecuritystandards.org/document_library/?category=pcidss
https://netdiligence.com/conferences/cyber-risk-summit-fort-lauderdale-2023/agenda
https://netdiligence.com/conferences/cyber-risk-summit-fort-lauderdale-2023/agenda
https://www.whitehouse.gov/wp-content/uploads/2022/09/M-22-18.pdf
https://www.halock.com/cyber-security-awareness-posters/
https://www.halock.com/they-know-you-cant-get-to-100-compliance-and-thats-okay-hipaa-ccpacpra-gdpr-23-nycrr-part-500-cmmc-pci-fisma-ferpa/
https://www.pcisecuritystandards.org/document_library/?category=pcidss
https://www.halock.com/industries/payments/
https://www.halock.com/industries/retail/
https://www.halock.com/industries/energy-utilities/
https://www.halock.com/wp-content/uploads/2023/02/VCDPA-HALOCK-Reasonable-Security-2023.pdf
https://www.halock.com/wp-content/uploads/2023/02/CPRA-HALOCK-Reasonable-Security-2023.pdf
https://www.halock.com/wp-content/uploads/2023/02/Cyber-Incident-Reporting-Act-HALOCK-Reasonable-Security-2023.pdf
https://www.halock.com/wp-content/uploads/2023/02/CPA-Colorado-HALOCK-Reasonable-Security-2023.pdf
https://www.halock.com/wp-content/uploads/2023/02/CTDPA-Connecticut-HALOCK-Reasonable-Security-2023.pdf
https://www.halock.com/wp-content/uploads/2023/02/CPRA-HALOCK-Reasonable-Security-2023.pdf
https://www.halock.com/wp-content/uploads/2023/02/Connecticut-Safe-Harbor-HALOCK-Reasonable-Security-2023.pdf
https://www.halock.com/wp-content/uploads/2023/02/UCPA-Utah-Privacy-Act-HALOCK-Reasonable-Security-2023.pdf
https://www.halock.com/wp-content/uploads/2023/02/SEC-Proposed-Rules-HALOCK-Reasonable-Security.pdf
https://www.halock.com/data-of-nearly-one-million-patients-exposed-in-ransomware-attack/
https://www.halock.com/healthcare-firm-closes-doors-after-data-breach/
https://www.halock.com/two-latest-victims-of-the-conti-ransomware-gang/
https://www.halock.com/ftc-workshop-on-glba-safeguards-rule/
https://www.halock.com/what-is-reasonable-data-security/
https://www.halock.com/bank-breach-compromises-1-5-million-social-security-numbers/
https://www.halock.com/costco-card-skimming-incident-is-warning-for-holiday-shopping-period/
https://www.halock.com/costco-card-skimming-incident-is-warning-for-holiday-shopping-period/
https://www.halock.com/duty-of-care/
https://www.halock.com/what-is-reasonable-data-security/
https://www.halock.com/pci-dss-v4-0-is-now-live/
https://www.halock.com/category/pci-compliance/
https://www.halock.com/preparing-for-pci-dss-v4-0/
https://www.halock.com/category/pci-compliance/
https://www.halock.com/category/pci-compliance/
https://www.halock.com/new-pci-dss-4-0-requirements-coming-for-outsourced-ecommerce-environments/
https://www.halock.com/services/incident-response-and-forensic-services/
https://www.halock.com/what-is-your-data-privacy-strategy/
https://www.halock.com/compliance/cybersecurity-maturity-model-certification-cmmc/
https://www.halock.com/what-is-your-data-privacy-strategy/
https://www.halock.com/compliance/pci-dss/
https://www.halock.com/what-is-your-data-privacy-strategy/
https://www.halock.com/compliance/pci-dss/
https://www.halock.com/
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