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14 New PCI DSS Requirements
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Requirement # PCI DSS v4.0 REQUIREMENT
1.1.2 Roles and responsibilities for performing activities in Requirement 1 are documented, assigned, and understood.

2.1.2 Roles and responsibilities for performing activities in Requirement 2 are documented, assigned, and understood.

3.1.2 Roles and responsibilities for performing activities in Requirement 3 are documented, assigned, and understood.

4.1.2 Roles and responsibilities for performing activities in Requirement 4 are documented, assigned, and understood.

5.1.2 Roles and responsibilities for performing activities in Requirement 5 are documented, assigned, and understood.

6.1.2 Roles and responsibilities for performing activities in Requirement 6 are documented, assigned, and understood.

7.1.2 Roles and responsibilities for performing activities in Requirement 7 are documented, assigned, and understood.

8.1.2 Roles and responsibilities for performing activities in Requirement 8 are documented, assigned, and understood.

9.1.2 Roles and responsibilities for performing activities in Requirement 9 are documented, assigned, and understood.

10.1.2 Roles and responsibilities for performing activities in Requirement 10 are documented, assigned, and understood.

11.1.2 Roles and responsibilities for performing activities in Requirement 11 are documented, assigned, and understood.

12.3.2 A targeted risk analysis is performed for each PCI DSS requirement that the entity meets with the customized approach.

12.5.2 PCI DSS scope is documented and confirmed by the entity at least once every 12 months and upon significant change to the in-scope environment. 

12.9.2 Additional requirement for service providers only: TPSPs support their customers’ requests for information to meet Requirements 12.8.4 and 12.8.5.
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Requirement 1.1.2
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WHAT 

Roles and Responsibilities for 
Network Security Controls (NSC) are 
documented, assigned, and 
maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 2.1.2
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WHAT 

Roles and Responsibilities for 
applying secure configurations to all 
system components are 
documented, assigned, and 
maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 3.1.2
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WHAT 

Roles and Responsibilities for 
protecting stored cardholder data 
are documented, assigned, and 
maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 4.1.2
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WHAT 

Roles and Responsibilities for 
protecting cardholder data during 
transmission over open public 
networks are documented, assigned, 
and maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 5.1.2
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WHAT 

Roles and Responsibilities for 
protecting components from 
malicious software are documented, 
assigned, and maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 6.1.2
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WHAT 

Roles and Responsibilities for 
developing and maintaining secure 
systems and software are 
documented, assigned, and 
maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 7.1.2

© 2023 HALOCK Security Labs. All Rights Reserved. 11

WHAT 

Roles and Responsibilities for strong 
access control mechanisms are 
documented, assigned, and 
maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 8.1.2
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WHAT 

Roles and Responsibilities for strong 
authentication mechanisms are 
documented, assigned, and 
maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 9.1.2
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WHAT 

Roles and Responsibilities for 
physical access controls are 
documented, assigned, and 
maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 10.1.2
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WHAT 

Roles and Responsibilities for logging 
and monitoring are documented, 
assigned, and maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 11.1.2
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WHAT 

Roles and Responsibilities for testing 
security of systems and networks are 
documented, assigned, and 
maintained.

PURPOSE

If responsibilities are not formally 
assigned, personnel may not be 
aware of their day-to-day 
responsibilities and processes may 
break down.

IMPACT 

If this was not previously 
documented, it will need to be 
formally stated in a policy and/or 
procedure. RACI matrix can be used.

PROCESS

Organizations will need to ensure 
that these responsibilities are 
assigned and communicated to staff. 
Consider having employees 
acknowledge responsibilities.
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Requirement 12.3.2
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WHAT 

If using the Customized Approach to 
validate a PCI DSS requirement, a 
Controls Matrix and Targeted Risk 
Analysis needs to be completed.

PURPOSE

To add flexibility for risk mature 
organizations validating PCI DSS 
compliance. Explain what is 
implemented, how control(s) meet 
objectives, how control(s) provide at 
least an equivalent level of protection, 
and assurance of control effectiveness. 

IMPACT 

Only for Onsite Assessment Validations.

The flexibility that comes with using the 
Customized Approach also requires an 
additional documented process from 
the assessed entity.

PROCESS

The assessed entity completes a 
Controls Matrix and Targeted Risk 
Analysis, at least annually that is 
approved by management and provide 
to QSA. QSA then creates custom 
testing procedures to validate controls.
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Requirement 12.3.2 Details
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Appendix D in PCI DSS v4.0 contains additional information and guidance on using the 
Customized Approach for validating compliance.

Appendix E in PCI DSS v4.0 provides a Sample Controls Matrix template and a Sample Targeted 
Risk Analysis template.

One for each requirement that is validated with the Customized Approach.

1) Identify PCI DSS requirement and control objective (both within the PCI DSS) as seen below.

https://www.halock.com/


Requirement 12.3.2 Details Continued
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2) Provide details of control(s) – the What, Where, When and Who.
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Requirement 12.3.2 Details Continued
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3) Explain how control objective is being met.
4) Explain how assessed entity tested control to ensure control objectives are met.
5) Describe the results of the risk analysis of the control.
6) Describe how the control is maintained and the control’s effectiveness is assured.

https://www.halock.com/
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Requirement 12.3.2 Details Continued

This template is 
only for the 
Customized 
Approach Targeted 
Risk Analysis.

You do not have to 
use the PCI SSC’s 
template, but all 
items in their 
template must be 
included.

Mischief managed.

https://www.halock.com/
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Requirement 12.3.2 Details Continued

Likelihood of 
mischief 
occurring and 
how your 
customized 
control(s) 
impact that 
likelihood. 
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Requirement 12.5.2
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WHAT 

PCI DSS Scope is defined and confirmed by 
the assessed entity, at least annually. 
Independent of the QSA’s scope validation 
efforts.

PURPOSE

PCI DSS scoping can be the most difficult to 
understand, therefore extremely important 
to understand and manage, before a QSA 
starts their validation.

IMPACT 

Assessed entities will need to develop a 
process to define and confirm scope, at 
least annually. 
Note: Service Providers will be required to 
do this bi-annually in March of 2025.

PROCESS

Organizations will need to ensure a process 
exists to validate PCI DSS scope annually. 
The Defined Approach Details explains 
what needs to be included. This 
requirement Good Practice guidance is 
very helpful.
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Requirement 12.9.2
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WHAT 

PCI DSS Service Providers will need 
to support their customers’ 
requests for information regarding 
PCI DSS compliance and 
responsibilities.

PURPOSE

Third Party Service Providers are 
expected to already be doing this. 
However, this is still an issue in the 
payment community.

IMPACT 

This requirement should help 
support merchant needs to receive 
this cooperation from third party 
service providers. 

PROCESS

Third Party Service Provider will 
need to have documented policies 
and procedures to support 
customer’s requests for PCI 
compliance information.
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Why are these applicable immediately?
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These requirements are applicable immediately because organizations are 
expected to already have these controls in place.

These requirements are not asking for new technologies, they are all related to 
new documentation and processes to support existing PCI DSS requirements. 

Implementing these changes should not be time or resource intensive. 
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Questions?
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Viviana Wesley, CISM, PCI QSA, ISO 27001 Auditor  vwesley@halock.com
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PCI Compliance articles
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