
Bad Actors in Disguise.

Some messages are more               
than meets the eye. 
Bad actors, those with malicious                          
intent, are after you.  They will disguise                        
themselves in emails, text messages, or 
even phone calls, baiting you to disclose 
sensitive information or click their links.

Remember this: You may lose 
faith in suspicious links, but 
never in yourself. 

Never click on links or open attach-
ments from an unknown email address 
or text messages. Do not reply to emails                          
or advertisements asking for financial or 
personal information.

We must be vigilant. 
We can’t ignore scammers. 
We must report it. 
If you receive a suspicious message               
via email, contact your manager,  IT or 
incident response team. They may ask 
you to forward the email to analyze                  
it and inform your entire organization to 
be aware of the threat.

Do not forget what you have 
learned about Passwords.
Use strong passwords. They should be 
a combination of upper-case and low-
er-case letters, numbers, and at least 
one special character. Do not reuse the 
same password for different applications 
(at work and/or home).
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